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Resilience and Risk Mitigation of Industrial Cyber-Physical Systems Against Cascading
Failures

Goal»»

Industrial Cyber-Physical Systems (ICPS) are increasingly deployed in
smart manufacturing, energy, railway transportation, process industries,
marine engineering, and other critical infrastructures. Due to tight
coupling, cross-domain interaction, and multi-layer coordination,
disturbances, faults, cyber attacks, and human errors can propagate
across sensing, communication, control, computation, and physical
layers, causing cascading failures with serious safety, operational, and
economic consequences. This special session focuses on resilience
modeling, risk assessment, and mitigation of ICPS under cascading
failure scenarios. It emphasizes FMEA, FMECA, and ETA, together with
data-driven modeling, intelligent monitoring, digital twins, complex
network analysis, and system safety engineering, to support research on
failure prevention, hazard identification, propagation analysis, resilience
enhancement, and recovery optimization.

Topics »»

Main topics are (but not limited to):

® Failure mode identification and multi-level FMEA for industrial cyber-
physical systems

® Cross-layer failure modeling of sensors, actuators, controllers, and
communication links

® Extended FMEA/FMECA for cyber attacks, hardware/software faults,
and human errors

® FMECA-based assessment of
detectability, and criticality

® \Weak-point identification, hazard ranking, and risk prioritization for
cascading failures

® ETA-based analysis of disturbance triggering, failure propagation,
and consequence escalation

® Dynamic event tree analysis considering protection mechanisms,
redundancy, emergency intervention, and uncertainty

® |Integrated modeling and closed-loop risk management frameworks
combining FMEA, FMECA, and ETA

® Real-time risk assessment and early warning using digital twins,
online monitoring, and data-driven methods

® Fault-tolerant control, fault isolation, recovery optimization, and
representative industrial applications for resilience enhancement

failure severity, occurrence,

Chairs»»

Datian Zhou, Beijing Jiaotong University, China

Publication »»

The accepted papers passed through the peer-reviewed process after proper registration
and presentation will be included in ICRE 2026 Conference Proceedings, which will be
archived in IEEE Xplore , and indexed by EI Compendex, Scopus, and other indexing
services.

Submission »»

1. Full paper (presentation and publication)

- The paper must be written in English.

- All submissions will undergo a peer-review process by the conference committee.

- The paper should be at least FIVE pages including all figures, tables, and references.

- The paper should be submitted as a PDF document in .pdf format.

- submitted paper must be unpublished.

- Accepted papers will be invited for oral presentation or poster presentation and will be
included in the conference proceedings.

2. Abstract (presentation only)

- Abstracts will be considered for presentation (oral/poster) only without publication.

- The abstract must be written in English.

- Abstracts should be no more than 300 words and clearly outline the title, purpose, methods,
and outcomes of the research or practice being described.

- All submissions will undergo a peer-review process by the conference committee.

* Welcome to submit the paper or abstract by Electronic submission system: https://ww-
w.zmeeting.org/submission/icre2026
More details about submission, please visit at: https://www.icre.org/sub.html

Conference Program »»

July 19, 2026 | CONFERENCE

July 20, 2026 | CONFERENCE + COURSE + TRACKS

July 21, 2026 | TECHNICAL EXCELLENCE & TRIBUTE

July 17-22, 2026 | Young Scholar Symposium + 2026 Beihang International Summer School

Conference Venue

Hangzhou International Innovation Institute of Beihang University
Address:

No. 166, Shuanghonggiao Street, Pingyao Town, Yuhang District, Hangzhou City

Hangzhou, China

Hangzhou, a renowned Jiangnan city blending millennia of heritage and poetic scenery, boasts
three world cultural heritage sites. west Lake ripples with romance; Liangzhu Ruins hold
ancient wisdom; the Grand canal carries folk vibes. Timeless song Dynasty elegance meets
trendy fun, and delicious local cuisine delights the taste buds. A perfect mix of classic and
modern, it awaits visitors from all over the world.

Important Dates

Submission Deadline: May 15, 2026
Notification Deadline: June 10, 2026
Camera-ready Date: June 25, 2026
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